UBND TINH KIEN GIANG CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc 1ap - Tu do - Hanh phiic

S6:1026 /STTTT-CBS Kién Giang, ngay 10thang 5 nam 2024
VIV canh béo chién dich tin cong mang
ArcaneDoor anh huong dén
cac thiét bi mang Cisco

Kinh guri:
- Véan phong Tinh uy;
- Véan phong UBND tinh;
- S&, ban, nganh cap tinh;
- UBND céc huyén, thanh pho;
- Phong Van hoa - Thong tin cac huyén, thanh phd.

S& Théng tin va Truyén thong Kién Giang nhan dwoc Cong vin sd
764/CATTT-NCSC ngay 03/05/2024 cua Cuc An toan thong tin - B Thong
tin va Truyén thong vé viéc canh bao chién dich tin cong mang anh huong
dén céc thiét bi mang Cisco.

Qua cong tac giam sat an toan khong gian mang qudc gia, Trung tdm
Giam sat an toan khong gian mang quoc gia (NCSC), Cuc An toan thong tin -
Bo Thong tin va Truyen thong, ghi nhan chién dich tin cong mang
ArcaneDoor anh huong dén cac thiét bi mang Cisco.

Khi truy cap dugc vao céc thiét bi nay, doi tuong tin céng co thé didu
hudng hoac diéu chinh Iuu lugng mang, theo doéi lién lac trong mang va thuc
hién hanh dong trai phép.

(Théng tin chi tiét xem tai phu luc kém theo)

Nham dam bao an toan thong tin cho hé théng thong tin cua cac co
quan, don vi trén dia ban tinh, gop phan bdo dam an toan cho khong glan
mang Viét Nam. S¢ Thong tin va Truyén thong Kién Giang khuyén nghi céc
co quan, don vi thuc hién mét sb bién phép sau:

1. Kiém tra, ra soat h¢ théng thong tin dang sir dung c6 kha nang bi anh
huong boi chién dich tan cong trén. Chi dong theo ddi cac thong tin lién quan
dén chién dich tan cong mang, san sang cac bién phap bao mat dé tranh nguy
co bi tan cong.

2. Ting cudng gidm sit va san sang phwong an xir 1y khi phat hién c6
ddu hiéu bi khai thac, tdn cong mang; dong thoi thuong xuyén theo doi kénh
canh bao cua cac co quan chure nang va cac t6 chirc 16n vé an toan thong tin
dé phat hién kip thoi cac nguy co tn cong mang.

3. Trong trudng hop can thiét c6 thé lién hé ddu mdi hd tro sau:
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- Cuc An toan thong tin - B6 Thong tin va Truyén théng: Trung tam
Giam sat an toan khoéng gian mang quoc gia, dién thoai 02432091616, thu
dién tr: ncsc@ais.gov.vn.

- Hodc Phong Chuyén doi sé - S& Thong tin va Truyén thong Kién
Giang, dién thoai: 0297.3921678.

Tran trong./. -
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PHULUC
THONG TIN CHI TIET
(Kém theo Céng van so ISTTTT-CBS ngay | 12024
ciia S¢ Théng tin va Truyén Thong Kién Giang)

1. Théng tin chi tiét vé chién dich tan cong

Chién dich tin cong mang ArcaneDoor anh huéng dén cac thiét bi mang
Cisco. Khi truy cdp duoc vao cac thiét bi nay, ddi tuong tdn cong co thé diéu
huong lai hoac diéu chinh lwu luong mang, theo doi lién lac trong mang ludi va

thuc hién hanh dong trai phép.

Trong thoi gian vira qua, da cho thay su gia ting cua cac chién dich tan cong
nham vao thiét bi mang trong linh vuc cung cap dich vu vién théng va to chic
nang luong. Vao dau nam 2024, trong mot cudc diéu tra phan tich da phat hién
dugc mot nhém tan cong moi hién dang dugc theo ddi dudi tén UAT4356 boi
Talos va STORM-1849 bai Microsoft Threat Intelligence Center.

Puoc biét UAT4356 da trién khai hai backdoor trong chién dich 1an nay, c6
tén “Line Runner” va “Line Dance”, ca hai dugc sir dung dé thuc hién cac hanh vi
doc hai Ién thiét bi bi anh huong, bao gom: diéu chinh cau hinh, do tham, theo
ddi/trich xuat luu luong mang va leo thang dac quyén.

Thong qua qua trinh diéu tra phan tich, cac nha phan tich thdy rang cac
nhom tan cong thuong trién khai ma doc, thuc thi ma tir xa trén thiét bi bi anh
huong. Hai 16 hong bi khai thac gom co:

e CVE-2024-20353 (Piém CVSS: 8.6 — Cao) ton tai trén Cisco Adaptive
Security Appliance (ASA) Software va Cisco Firepower Threat Defense
(FTD) Software cho phép dbi tugng tan cong thuc hién tan céng tir choi dich
vu.

e CVE-2024-20359 (Piém CVSS: 6.0 -Trung binh) tén tai trén Cisco
Adaptive Security Appliance (ASA) Software va Cisco Firepower Threat
Defense (FTD) Software cho phép dbi tugng tan cong thyc thi ma tuy y véi
dic quyén root.

Céc don vi 0 thé tai xuéng cac ma 10C tgi https://alert.khonggianmang.vn/


https://alert.khonggianmang.vn/

Duéi diy 1a mét s6 IoC dwoe ghi nhan

192.36.57[.]181 185.167.60[.]85
185.227.111[J17 176.31.18[.]153
172.105.90[.]154 185.244.210[.]120
45.86.163[]224 172.105.94[.]93
213.156.138[.]77 89.44.198[.]189
45.77.52[.]253 103.114.200[.]230
212.193.2[.]48 51.15.145[.]37
89.44.198[.]196 131.196.252[.]148
213.156.138[.]78 121.227.168[.]69
213.156.138[.]68 194.4.49[.16
185.244.210[.165 216.238.75[.]155

2. Khuyén nghi:

- Kiém tra lai cac thiét bi mang cua don vi, t6 chire déng thoi thuc hién cap
nhat ban v méi nhat

- Ghi chép lai su kién cua thiét bi vao mot dia diém bao mat tap trung.

- Sur dung x&c thuc da budc (MFA) bao mat cao.

3. Tai li¢u tham khao

https://blog.talosintelligence.com/arcanedoor-new-espionage-focused-
campaign-found-targeting-perimeter-network-devices/
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